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What comes to mind when you think of Cyber
Security Management?

. data protection

What is Cyber Security?

Protacting an organisation and its networks, applications and data
from attacks, damage and disruption from ntomal and sxdtemal throats.

Rising threats

Owver 20 hillion dovices of all typoes - froom rofrigporators, wehiclos to fithoss
trackers - are connected to the nternat, with millions more being connected

wreakly and 5G techmabogy Facilitating connectivity. The number of security flaws
ard vulnerabilities s spiraling.

$1,5trn+

The astimated annual economic cost of cybar crimea.

The parcantage of organizations that reported they did not have a significant
cyborsocurity incidont. Tha roal probiom is not realizing you"vo boon attackad and
failirg to stop the breach from becoming a disaster.

The average numiber of daﬁ to spot a glohal attack.

* Resufts hased on our Goba! informa ton Securd by Surey
Rt - Afuanwey . comyan_badgiss
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Top emerging risks according to the EY Global Internal Audit

Survey

Top emerging risks according to the resuits of the EY Global Internal Audit Survey®:

Cybersecurity

Major shifts in technology

Regulations around data privacy
Competitor innovation

Customer preferences

Strategic transactions in global lecations
Risks in developing countries

Economic stability

79.8%
60,2%
54,1%
47,5%
16,3%
42,5%
31,8%
29,3%

Other... 237%
Climate change and sustainability 20,4%
Social media 13,3%
Sovereign risk 5,3%

*The EY Global Audit Survey is based on a questionnaire taken from +600 Audit Committee members, CFOs and CEOs globally, from

bath public and private sector, in which the future of Internal Audit (incl. Enterprise Risk Management) has been assessed.

This survey was executed medio 2020 and takes into account the impact of the current pandemic.

Cy be r > The scale, complexity and frequency of cyber attacks and threats is increasing

Many organisations are beginning to acknowiedge that Insiders and employees within te DUSINESS pose as one of the largest

threats. Rapidly developing technology Is disrupting and leaves room for vulnerabilities,

o Employees pose a threat
» Malicious activity
» Carelessness
+ Sorial anginaaring

- Phishing

9 Technologies are increasingly connected

+ Threat landscapa is constantly ovalving

* Intercurmested techinology and shifl w U cloud

impnsas new thraats

- ‘Securing existing [T environments remains a
challenge (e.g. shadow T)

increase in phishing
attacks since

e-mails per day
reported per
COVID-1T pandemic million inhabitants

9 The advarsaries arae tirelass

+ Invisible

+ Motivated

+ Well-organized

+ Highly knowledgeable and strong expertise

o Window of vulnerabilities increases

+ Ransomware attacks are on the rise
+ Hard tn kaap up tha paca of rybar attacks

+ Hord to detect cyber attacks and difficutt

to recower
nf hrarhes are
caused by of organisations
ramsomware and are able to detect
malueann threats

technologies
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Cyber > what Is cyber risk?

Poo=0

Cyber risk is the possibility that the actor behind the cyber threat is successful in causing this harm (i.e. successful cyber attack).

N
=)
"% M Lan Expiot c : Kol Gtk
—
. i i
Threat acten Vulnerability wesnes) Impact goss
Anything capable of harming A woakness on @ system or business The: damage done to your organization
infarmtion systems or process that can be abused to financially, reputationally or lagally.
compromising the data and services generate an impact.
L Primary Losses
Insider » Missing security updates » Financial damages
Criminal Enterprize « Exessive privileges * Reputational damage
Mation States - Inscourc third party provider + Loss of Availability
Reckless Employee « Lack ot identity protection Secondary Lossas
» Insufficient threat protection + Legal defense costs

Untrained Employes

Infarmation Partrer + Public relations costs

+ Loss of market share

Muhimr S Mamsnemand

Cyber > Choose a strong risk management framework

Principle 1 (Risk Management): Applicants must understand the risks they face befere implementing security measures,

This enables them to prioritise the biggest threats and ensure their responses are appropriate.

Respond

Recover
How prepared are we
o respond effectively
t0 & successful

breach?

‘What controls and
organizational
measures do | need to

i protect my assats?
‘Which processes and

- Which detective How can | restore capabilities
aszaLs Ne : :
messures do | need to and business operations after a
chion?
IR datect the oocurrenca cyber incidant?

of cyber incidents?
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Cyber

I3 High risk
M Moderate risk

m Social engineering
|20 Phishing

M Carelesness

Cyber
Security

key risks
Lack of network segmentation and ¥

‘segregation
Shadow T networks

M Network snooping traffic

M Lack of network security baselines

Owrtdated operating systems “

Outdated software

management

JAFZA  os ABU DHABI

> What are the common risks and how do you control them?

Weoak password policies n

FPrivileged user abuse m
Lack of multi-factor authentication = M
Bad password policy governance M

Backups lost or stolen. M

Physical
sacurity . e
Unauthorised access to buildings n

Theft of computer equipment = M

Unprotected network access points =~ M

Insufficient budget and resources = M

Applicability of security strategy to the entire
orgamnization

Inefficient operating model for cyber security M
Lack of procedures and policies n

Shadow IT systems m
Principle 2 {Secure configuration): One of the most common causes of data breaches is misconfigured controls, such as a database

that's not properly secured or a software update that hasn't been installed. Highlighting the importance of configuration can

Poge 16

SECURE HOME WORKING

ensure that you remove or disable unnecessary functionality from systems and address known vulnerabilities promptly.

Principhe 3 (Home ard mobile wosking): Many viganisations offer emplo yees Ui chiance wowonk om beme on onte go, but Uis comes with
sacirtty risks. Ramints wirkers don't get tha same physical and netwnrk seeurity that's prownded in the ntfice, sn organsations musk respon

accordingly. That should include limiting access to sonsitiva systoms and croating policios for protocting laptops, romovable dovicos and physical

information outside the office.

FmipkyRRs ran b askad i rerain cirrmstances tn aunid thie nifices as mesch as pesshia An to
weun e Tronen e, Tiais I eniabied Uy spplications swlas OrMoe 365 e-nil, Miv osoi Teanns el

Beware for ¢ malls and other reports regarding the Coronavines or COVID 10 which
BIVOCIDATE X0 CLITETH EVENTS ana [BEE 30van@e Of SITLET0NS K WS 10 O0UEIn Sensive:
Informetin of financial gain.

Enarelgint. Using these applications, employoes hove access to thelr mallbox and thelr
OCUIMENTS N 27 RS ENVIFOIRMENT. S0 WAt ey Can COnOmUE mer Work - iNJependent (M
their location - end communicats and mest with their collsagues.

HOWEVET, WOTKING I &0 ONne eMVITONTENT Arsk DNNGS MeKs. TNETETHNe, TS IMPpOrant 0 Keap 3
fow things in mind to cnsure that information ks not simply spread over the Intermet. That i why
we would ke to provide the following set of guidelines and tips.

Conncct and work sccurcly

N
o

7

tannect tna Wik netwnrk yon knnw and trest
You nover know who is watching or listening on unknown networks.

Connect securely with the helpot a VEN
Always work with a VI'N when covering company information.

Only use applications approved by wour employer

Approved applications arc managed and monitored by the employer and the
drdiratad [T nr sprrity teams They have haen chosen with seeority inomind
Feamplas can ha nalire, | eams, Citinok, Oftersdss, 5B

Pag= 18

Be vigllant

Hanpia with har intantinns: trnr tn talke RuRry appnnity tn ahbain infarmation or tn
v L CoyLoest ot sk st nkstases curmemil evenls ad b s L play o pepie's
fealings and provake spac fic rasponsas.

Q
#
e
1]

?

ey

Always verify the sender and the source
Warify if the spnrar and the stiree ars reliahla and eredibla

Do neot: just click on any link
By hovering over the link with your mowse, you will sce the link of the web pageitis
rafarring to. Chack whethar tha link refars to a page or a websita that you know and trust.

Mever just enter your login credentials
Only use your login details on approved applications.

In g tnha tres
IF A mampAIgn Ar AN nrtEtue ks tan goo e tres, it prehaily s Ba vgiant
v ey iy oot e o onganizativn s Uial ofTen beautifol Uigs o Des o Bue ey,

De vigilant for compelling language or immediate actions
A phishing email is rized by Jling | orther

petiing innguagy !
immediate action. De extra vigilant if a promation is only valid for a very limited time.

Cytier Securmy Manngement
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Incident

The focus is no longer on
prevention only: you can't stop
attacks.

It's now about readiness,

An effective cyber breach response management strategy is no longer a luxury response and recovery for the .

inevitable.

Cyber Incident Response

Litigation L
Prepare how to handle a cyber incident
Cyber Create a team and assign resources to manage
Complianice Incident cyber incidents
respaonse ) )
Contain the breach and impact
SOl Eradicate and recover from the breach
Responsa
Management
Business Continuity Planning
Business _ Cyber i i
continuity insurance Integrate cyberbreach response in business
planning claim " z
continuity plans
e Involve specific roles and (external) expertise
relations Test cyberbreach response capability
|nC |d ent > the basics

Principie 4 (Incident managemgnt}: No matter how robust your defense measures are, you will experience a security incident at some
point. Applicants must prepare for this by establishing policies and procedures to help mitigate the damage and get you back up and

running as quickly as possible. Applicants must therefore implement systematic back-up procedures.

Event or disaster

Last
available

¥

l

Recovery

Initiated
\ AN AN\ 7

RP:O R"}(O WET Resume af
Recowvery Paoint Recovery Time Objective Work Recowery Time Seruices
Objective
2
Ve
MTD

Maximum Tolerable Downtime
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Incident

>What are the common risks and how do you control them?

[7 High risk
M Moderate risk

BCP not communicated m
Outdated BCF M
Canfusien througheut an incident M
Critical processes not evaluated

Missing staps for efficient recovery M

Depencies on third parties not
M
known

RPO/RTO mot aligned with business
Incorrect back-up frequency

Failure to recover back-up timely

Missed dependencies

Incident > points of attention
Wno takes whiat responstbility? . S
1 = et 4 Thern ara different types nf incidants
Process ownar? IC1 {small to large), environmental, heafth, ...
ICT?
How prepared are the stakeholders? sority of busi
2 I::lmlnmﬂliun-nﬂuﬂu? b tha o
Payrall, HR, IT, Facilitios, _.
‘Align business & IT Align with best-proctice fromeworks
3 6

For pearnple IS0 22301
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Data access | Identity and Access Management (IAM)

v
o
-
-

e
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o

Data access | Access management

+ Creation

Principle & (Managing user access): Applicants must create access controls to ensure that employses can only access
information that's relevant to their job.

1AM is & collective name for products, processes
and policies used to manage identities and
access rights.

|AM systems are designed to perform three
important tasks: identify, authenticate and
authorise.

An 1AM policy enables you to identify viclations
more easily, remove inappropriate access rights
and reveke access when necessary.

Limits internal threats, as employecs can only
access the systems they need to perform their
specific tasks.

RARAT: Roln-Ceontric Attriaite-Rasad Arress Control

RBAC: Role-Based Access Control

of roles based on job description, authorization and

employee responsibilities

+ Drganization has a cloar ovarviow of the activa roles with tha
corresponding employees

* Facllltates te joiner, Mover, leaver process

Role-Based Access Gonlrol

/
X\.

o
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First assess the current status of the [T environment.
This step inveles both analyzing the business
requirements and assessing existing systems.

Relevant stakeholders should be involved inan IAM
implementation. Heraby it is necessary to take the
needs and opinicns of the users into account.

Itis essential to follow an incremental approach and
not try to implement the entire LAM solutionin a
single phase.

Enormous time and cost savings can be achieved by
using the right 1AM solutizn that can grow with tha
needs of the organization.

ABAC: Attribute-Basad Access Control

* Creation of rights based on attributes such as user characteristics,
environment characteristics and resource characteristics

* Raduces tha risks of unauthorized accass as it can control sacurity
and access on a detailed manner

Altribute-Based Access Gontral
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Cloud

> The type of cloud you choose matters: it shifts the controls you need

Principle 7 (Monitoring): System monitoring enables Applicants to detect successful or attempted attacks. This helps in two
essential ways. First, Applicants will be able to identify incidents promptly and secondly initiate response efforts.

Outsourced
Deployment maedel (public, private, hybrid or community cloud)

Infrastructure as a Service (laas) Software as a Service (SaaS)

In-house

Platform as a Service (PaaS5)

Page 30

B Applications Virtualization Applications Virtualization Applications Wir 1 By Wir
b
E_ Data Servers Data Servers Data Servers Data Servers
£
5., Runtime Srorage Rusntirme Storage Runtime Storage Runtime Srorage
=]
[ Middleware Metworking Middleware Networking Middleware Networking Micdleware Metworking
§
Dperating system Dperating system Operating system Operating system
The traditional approach of Combining executing operating Includes security, authentication, Provides the capability to the
deploying and using businass SYstams, storage, messaging, authorization, transaction consumer to use the provider's
software in-house by the enterprise. | databases, load balancing, management, code execution, applications running on a clowd
System is developed and installad, networking. failover, redundancy, powerful domain specific languages,  infrastructure. The applications are
supporting infrastructure hosted atc., together so that the customer and point-and-click configuration | accessible from various client
internally. buys a service rather than having to that replaces traditional software davices through a thin clisnt
architect and specify how such languages. interface such as a web browser.
| infrastructure should be configured
and deployed.
Consumer ’ ‘ ‘ ’ g Cloud
Control Control Control Control
awner DWTIET oWner owTer

Cloud

Principle 8 (Network security): The connections from your network(s) to the Internet contain vulnerabilities that could be
exposed. Applicants should implement policies and technical measures to reduce the likelihood of being exploited.

IE1 High risk
M Moderate risk

Hﬁ Risk from changes of jurisdiction

@ Data protection risks
M Licensing risks

m Compliance challenges

M  Network breaks

@ Network management
M Modifying network traffic
M

Cloud hepping (between tenants)

Poor quality of service M
Matering or billing manipulation

Cyber Security Management

= Main risks associated with cloud

Cloud
computing
key risks

Liability and assurance risks [l

Lack of certified resources

Management interface compromise = M

computing

Privileged user access abuse m

Service engine compromise M
Social engineering attacks M

Backups lost or stolen
Unauthorised access to premises

Theft of computer equipment

Natural disasters

Data leakage M

Insecure or inefficient deletion of data M
Loss of encryption keys = M

Data recovery i
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Removable media

Principle 8 (Removable media controls). USD's and other removable devices are the source of many security issues. Not only are they
ofton used to injoct malware but thoy are also involved in many insidor incidents. Employecs are prone to losing remowvable dovices or
leawing them plugged INtO coMpUters where unauthorised parces can access them.

Applicants must therefore create policies emphasising the need to digitally, as well as phrysically, protect removable devices.

Removable media refers to any of electronic storage device Or carrier that can be removed from a system. This includes

DVDis. tapes. external hard drives. flash drives (e.g. USB sticks) and SD cards. [t also Includes IPads and smartphones.

o Removable media gets lost, damaged or stolen 9 Spread of malicious code

= Lostwork = Infected by viruses or malware
= Mccessible by third parties - Theftof information

= Llamage to computer system

Principle 5 (Malware proventivod: Mabova e is sofosse thial is specifically desiyred w disiupl, damage, on gain unao b ized sccess
tn A compiter system. Ton mitigata thesa risks, Applicants should implement anti-malware software and policies designed to halp

o evenl ermpluyees Nom Falling v

Removable media

How can we minimize the risks involved?

]

Take rosponsibility for your removable media and
don't leave it unattended or exposed to extreme
conditions.

Q)
N

X

. Use a password encryption on every device.

Frsure a backup of data saved on a removahle
media.

I}

4. Be cautious about removable media of unknown
— ~ origin,

n

. Disable 'autorun’ on every device.

& As snon as the informarion is no longer needed,
/E delete the information from the removable media.

Accountability, user education and awareness

Principle 10 (Accountability, user education and awareness): Employees play an essential role in their organisation’s security
practices, so they need to be taught their responsibilities and shown what they can do to prevent data breaches.

Therefore, Applicants should implement appropriate training programs to not only create awareness but also to educate their
staff how to achieve an effective Cyber Security environment. The Applicant shall assign a specific resource responsible for all
items related to Cyber Security Management.

When recruiting new em pl%yees. rovide a general
information session about Cyber Security
Management and their obligations with regard to
personal data.

Maka this session a part of the onboarding procass.

Workshops increase interactivity and allow
for content tailored to your staff.

elearnings offer the possibility to better
monitor the participation and knowledge of
employeas on an individual level.

Regular internal communications promote
continuous awareness of privacy throughout
the organization.

A cyber-conscious organization can rely on
its employees to report issues in time to the
right persons or deal with them
independently.

Schedule regular training sessions for employees.

Take into account their responsibilities and the nature
of the personal data they come into contact with.

Albways provide a short guestionnaire or quiz after the
training, and keep a precise record of both the
participants and the final scores in a central overview.

Change the {order of) the guestions each time and
update the content at least annualty.

Conduct regular awareness campaigns explaining
basic principles of Cybersecurity

Phishing Campaign

How to protect vulnerable data
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Phishing

Phishing is a form of computer crime whereby an attacker acts as a reputable, reliable or a well-known party in order to
obtain personal information from the victim, such as credit card details or login information or in order to install malicious
software (such as a malware, ransomware etc.).

Types of Phishing | Approaches of Phishing

Traditional Phishing Receive personal information

A phishing omail will be sont out to a large number of randomly
selected employees

The user will be redirected to an apparontly familiar looking
environmeant and will be asked to provide personal information in
the format of login credentials or banking details

Spread malware as an attachment

The user receive an email with an attachment or link to an
attachment. Whan they open tha fila, an harmless

Spear Phishing

A phishing email will be sent out to a specific, targeted group of
employaes

Whaling Unauthorized access to internal systems

A phishing email will be sent to a very limited group of pecple or 1
specific target, mostly a member of the C-suita

The user will be redirected to an apparently familiar looking
environmeant and will be asked to provide personal information in
the format of login credentials or banking details

Cyber > Threat Landscape 2022
Dependence on Technology is becoming a defining feature for Big game
modern organizations. This heavy dependence exposes them to a AT FE
variety of cyber attacks that could cause harm to an Supply
organization, industry or to the system as a whole. Chain Risk
Social
The Europol I0CTA Report* highlights several trends for 2022: Engineering
The pandemic prompted significant change and criminal
innovation in the area of cyber crime. Payment System
Attacks
Ransomware remains the most dominant threat as criminals Insecure use "'k\'l"/""l
increase pressure by threatening publication of data if victims do Of Cloud Services L
not pay (e.g. DDoS attacks).
Social Engineering and Business Email Compromise (BEC) Insider
attacks have grown in sophistication and have become mare Threat
targeted.
i Data and
Mobile malware evolves with criminals trying to circumvent Privacy Breaches
additional security measures such as two-factor authentication.
Criminals continue to abuse services such as VPNs, encrypted Poor Breach
communication services and cryptocurrencies. Readiness

* ot /AN, SO DU OpAS. B/ 3CH VIKES SO VICTS TRaIN- M ts. Ntar it rganis s Crime-treat assossmant |octa-
21
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EY | Building a better working world

EY exists to build a better working world, helping to create long term value for clients, people and society and
build trust in the capital markets. Enabled by data and technology, diverse EY teams in over 150 countries
provide trust through assurance and help clients grow, transform and operate. Working across assurance,
consulting, law, strategy, tax and transactions, EY teams ask better questions to find new answers for

the complex issues facing our world today. EY refers to the global organization, and may refer to one or more,
of the member firms of Ernst & Young Global Limited, each of which is a separate legal entity. Ernst & Young
Global Limited, a UK company limited by guarantee, does not provide services to clients. Information about
how EY collects and uses personal data and a description of the rights individuals have under data protection
legislation are available via ey.com/privacy. EY member firms do not practice law where prohibited by local
laws. For more information please visit their organization, please visit ey.com.

ey.com/be

It’s also important for business to grasp the fact that, however strong their
data security precautions, there will always be some risk. ‘You will never have
the perfect system that can block everything,” ‘Instead, it’s about creating
awareness and, with something like phishing, making sure your employees
know about this and the techniques the criminals use.’

THE VOICE OF THE INTERNATIONAL MOVING INDUSTRY




